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Cooperative Intrusion Detection Based on Object Monitoring

TENG Shao-hua, WU Nai-qi, ZHANG Wei, FU Xiu-fen
(School of Computer, Guangdong University of Technology, Guangzhou 510006, China)

Abstract; In order to solve some present problems for intrusion detection, this text makes an attempt. With the

help of O-R-M-C (Object, Result, Mechanism, Characteristic) classification, we give a model of cooperative in-

trusion detection and show its components and architecture. Detection agents for intrusion events and fusion center

have been designed in the paper. Specially, basing on scenario and automata, we implement to detect a known at-

tack and attacks of its varieties. At last, the detect method is verified by experiments.

Key words: object, intrusion detection; state transition; scenario; fusion





